31 December 2013 



Jacob Appelbaum 30c3 Protect and Infect Slides 
http://crvptome.org/201 3/1 2/appelbaum-30c3.odf 
Video of Presentation: 

https://www.voutube.com/watch?v=b0w36GAvZIA 
30 December 2013 

Full 50 pages of the NSA ANT Catalog with crisp images in 1 1 separate files 
http://crvptome.org/201 3/1 2/nsa-cataloq.zip (1 6.2MB) 

Crisp QUANTUMTHEORY Images: 
http://crvptome.org/201 3/1 2/nsa-quantumtheory.pdf 
Crisp QUANTUM Tasking Images: 
http://crvptome.org/201 3/1 2/nsa-quantum-taskinq.pdf 



Der Spiegel, 29 December 2013 (images from purchased German edition: 
http://crvptome.org/201 3/1 2/nsa-tao-ant-pdf.pdf ) 

English version (without following images): 

http://www.spieqel.de/international/world/the-nsa-uses-powerful-toolbox-in-effort-to-spy- 

on-qlobal-networks-a-940969.html 
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QUANTUM Capabilities - NSA 

(T5J/5WREL) NSA QUANTUM lias the neatest success against efatebook*. 

amt ip Addresses Mew QUANTUM realms am alien changing, so check she go 
QUANT L. M wiki us si if QUANTUM SuySpucw lidijtf to more up-to-Uate newt 

NSA QUANTUM is capable of targeting the following realms: 
IPv4_public * mailruMrcu 

alibabaForumUser * msnMailTok:en64 
doubleclicklD * qq 
emailAddr * facebook 

rocketmail * simbarUuid 

hiSUid * twitter 

hotmailGD * yahoo 

linkedin * yahooBcookie 

mail • yrnall 

mailruMrcu * youTuhe 



msnMailToken64 



WatcherlD 



Geheimdokumente der NSA und von Booz Allen 






Geheimdokument zum QuanturrvProgramm 






Der Spiegel, 29 December 2013 (images from purchased German edition: 
http://crvptome.org/201 3/1 2/nsa-tao-ant-pdf.pdf ) 

English version (without following images): 

http://www.spieqel.de/international/world/cataloq-reveals-nsa-has-back-doors-for- 

numerous-devices-a-940994.html 
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ANT Product Data 
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lirpgir jinuTk^tii ifv. and r-fjvffPi ciwivr^urfi w«fr a hunt *n\iiart owr Uko- Uf.B Tb* 

RF ir it wH cmmind art data ntto anon * id t ihtr won CM i *i» Msg comwinli 

wit Dam Heflwrt Ttchrdoon ()DNf) «jitw« iSTRAiTUZARRE) itirtfugn a 
cfianotrl nqilamnivd on Ihe USB umiq tha c^mnuimcaiHin -Lharirrt fa m*s canivwidi art 
dati ibefwwn hardnure and uftaiirt- n^pUms CM i writ be a GENIE :cm>pJiajv i-mpJjrt 
tUttrt on CHtMNEYPOQt 

fTsi/S^RELf CM - 1 mrcomH digital convor^-nti (THWITV), USB I 1 ES Pub wtticJin, art 
HQWlifRMOilKEY CHM) RT Tranic*ftw ***** tit USB COM rawbr 

MOCCASIN i* t* ***** ppm*!*** connected a U$8 Art** c+n 

ht itwdfc wah an unrnrtftrt tlSH comccii* at Ehe utter ert Cm-i fit ubtity ta 
cottiniurtki-^e to oiMcr CM <fe”M*#§ ov« the RF ini using an engine** pfoioctf cakrt 
SPECULATION c ui i lfji /wgpwy 
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